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Abstract—This study aims to enhance terrorism financing
detection mechanisms by analyzing existing patterns in financial
transactions. Utilizing advanced data analysis techniques and
machine learning models, we identified significant transaction
patterns indicative of terrorism financing activities. The proposed
models demonstrated improved accuracy and efficiency over
traditional detection methods. The findings have substantial
implications for financial institutions and regulatory bodies in
strengthening financial security and preventing illicit activities.
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I. INTRODUCTION

Financial fraud, including money laundering and terrorism
financing, has become increasingly sophisticated, leveraging
advanced technologies and global financial networks. Accord-
ing to the Financial Action Task Force (FATF), global losses
due to financial fraud exceed trillions of dollars annually,
affecting economies worldwide [1]. Terrorism financing, in
particular, undermines global security by providing resources
for terrorist activities that threaten lives and destabilize regions
[2].

The evolution of terrorism financing tactics involves exploit-
ing legitimate financial systems to disguise illicit activities.
Terrorists have adopted complex methods, such as layering
transactions and using shell companies, to obfuscate the origin
and destination of funds [3]. The rise of digital banking
and cryptocurrencies has further complicated detection efforts,
providing anonymity and rapid fund transfers across borders
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II. LITERATURE REVIEW

The detection of terrorism financing, a critical aspect of
global financial security, continues to pose substantial chal-
lenges due to the complexity and evolving nature of terrorist
methods. Research in this field has identified key approaches
and limitations within machine learning and data analysis
frameworks that aim to enhance detection accuracy and adapt-
ability. [12] can provide a foundational understanding of
data mining-based fraud detection methods, underscoring the
relevance of machine learning in detecting financial anomalies.
[13] give an overview of statistical techniques for fraud detec-
tion, offering historical context for the article’s methodolog-
ical approaches. Schneider’s work on the adaptive strategies
employed by terrorist groups within financial systems is often
cited for its insights into the flexibility of these illicit schemes.
The study suggests that the sophisticated methods terrorist
organizations use to move funds exploit legal financial net-
works, complicating the task for traditional detection systems,
which tend to rely on static models. Despite providing a
strong theoretical framework, Schneider’s research lacks the
empirical models necessary for practical implementation in
real-time monitoring systems [5].

The utility of machine learning in anti-money laundering
(AML) and counter-terrorism financing (CTF) efforts is ex-
plored in depth by Weber et al., who highlight the strengths
of ensemble methods such as Random Forest and neural net-
work architectures [6]. Although these approaches demonstrate
robust predictive accuracy, challenges emerge in managing
imbalanced datasets and ensuring model interpretability, par-
ticularly when these models are deployed in operational set-
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tings. The difficulty of understanding complex model outputs
complicates regulatory compliance, a vital requirement for
financial institutions.

Meanwhile, [7] emphasize the advantages of social network
analysis for mapping complex financial transactions that could
signal illicit activities. Their application of network analysis is
particularly useful for visualizing relationships in vast financial
data sets, allowing analysts to trace potential funding flows.
However, the effectiveness of this approach is contingent upon
the completeness and accuracy of network data, which is often
restricted due to confidentiality concerns. This dependency
limits the general applicability of network analysis in terrorism
financing detection.

In efforts to refine anomaly detection, [8] have applied
clustering algorithms, such as DBSCAN, to temporal graphs.
This approach is valued for its effectiveness in isolating
unusual transaction patterns that may indicate suspicious ac-
tivities. Nevertheless, the high rate of false positives remains
a significant limitation, as it can overwhelm analysts with
potentially irrelevant alerts, thereby reducing the operational
efficiency of financial surveillance systems.

More recent studies have examined the role of deep learning
in pattern recognition within financial data, as explored by [9]
and [10] Convolutional and recurrent neural networks, par-
ticularly, have shown promise in handling complex temporal
sequences within transaction records. These models exhibit
strong performance in pattern detection, yet their practical
utility is constrained by their computational demands and lack
of transparency. These aspects make deep learning models less
feasible for real-time detection scenarios that require rapid,
interpretable outputs for decision-making.

Alternative anomaly detection methods, such as Isolation
Forest and Local Outlier Factor (LOF), are recognized for
their ability to identify both local and global anomalies
within transaction data. Although effective, these methods
face challenges in distinguishing anomalies from legitimate
outliers, particularly in cases where anomalous patterns closely
resemble normal transactions [11] and [12].

Autoencoders, commonly used for detecting deviations from
“normal” transactional behavior, present another perspective
on anomaly detection. By reconstructing input data, autoen-
coders can highlight outliers; however, the method’s inter-
pretability remains an issue, as it can obscure the rationale
behind detected anomalies, complicating verification by finan-
cial analysts.

Graph Neural Networks (GNNs) are also increasingly ap-
plied in this domain, particularly for analyzing temporal re-
lationships within transaction networks. GNNs allow for the
modeling of node connections, which is valuable in identifying
complex transaction flows indicative of terrorism financing
[13]. However, the reliance on synthetic data during the
training phase limits the generalization of GNNgs, as real-world
data presents more variability and complexity.

Across these studies, several limitations emerge, including
high false-positive rates, the need for labeled data, and dif-
ficulties in real-time processing. These findings underscore
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the need for innovative approaches that address these gaps
while enhancing detection precision, scalability, and model
transparency, which are essential for practical, regulatory-
compliant applications in terrorism financing detection.

III. PROBLEM STATEMENT

The ongoing challenge of detecting terrorism financing is
intensified by the clandestine and adaptable nature of terrorist
funding tactics, which evolve rapidly to evade conventional
detection systems. Financial institutions and regulatory bodies
face significant obstacles in addressing this issue due to several
critical limitations in current detection methodologies.

One central issue lies in the heavy reliance on labeled
datasets, which are often limited due to the secretive nature
of terrorism financing activities. The scarcity of labeled data
hampers the ability of supervised machine learning models
to accurately detect novel patterns, weakening the efficacy of
detection systems. Additionally, current approaches frequently
exhibit high false-positive rates, a drawback that burdens com-
pliance teams with extraneous alerts, increasing resource de-
mands and potentially diverting attention from actual threats.

Another significant limitation is the lack of interpretability
in many machine learning models, especially deep learning
frameworks. The complexity of these models complicates the
process of justifying flagged transactions, presenting compli-
ance challenges and reducing trust among regulatory bodies
and financial institutions.

The high volume of financial transactions necessitates that
detection models scale efficiently for real-time processing;
however, many models struggle with scalability, impairing
their ability to process data promptly. Moreover, the static
nature of many detection systems limits their adaptability to
the continuously changing strategies employed by terrorist
organizations, leading to a decline in detection accuracy over
time.

Thus, there is an identified need for a more robust detec-
tion framework that mitigates dependence on labeled data,
enhances interpretability, reduces false-positive rates, and sup-
ports real-time scalability. Addressing these gaps requires
an approach capable of adapting to evolving patterns while
meeting regulatory requirements and operational needs.

IV. METHODOLOGY

Our study utilizes a dataset comprising transactional records
from multiple financial institutions over a period of two years.
The dataset includes various attributes such as transaction
amount, time, location, merchant category, and customer de-
mographics. To ensure data quality, we performed preprocess-
ing steps including:

Data Cleaning: Removal of duplicates and correction of
erroneous entries.

Normalization: Scaling numerical attributes to a standard
range to facilitate algorithm performance.

Encoding: Conversion of categorical variables into nu-
merical format using one-hot encoding.

We employed the following analytical techniques:
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o Clustering: K-Means and DBSCAN algorithms were used
to group transactions based on similarity. Outlier trans-
actions that did not fit into any cluster were flagged for
further analysis.

o Association Rule Mining: The Apriori algorithm iden-
tified frequent itemsets and generated association rules
to uncover relationships between transaction attributes
commonly associated with fraud.

o Machine Learning Models:

a) Random Forest: : An ensemble learning method that
builds multiple decision trees and merges their results for
more accurate and stable predictions.

b) Neural Networks: : A multilayer perceptron model
was trained to detect complex patterns indicative of fraud.
We split the dataset into training (70%) and testing (30%)
sets, ensuring that the class distribution of fraudulent and
legitimate transactions was maintained. Due to the im-
balanced nature of fraud datasets, we applied techniques
such as Synthetic Minority Over-sampling Technique
(SMOTE) to balance the classes.

A. Data Preparation and Transformation

Records with missing values, anomalies, or inconsistencies
were reviewed and, where necessary, removed to prevent
skewed results.

Normalization: Continuous variables such as Amount, Old-
balanceOrg, NewbalanceOrig, OldbalanceDest, and Newbal-
anceDest were normalized to enhance model stability and
facilitate faster learning.
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Fig. 1. Feature Correlation Heatmap for Transaction Data. This heatmap
illustrates the relationships between key transaction features, helping to
identify factors most associated with suspicious activity.

n Fig. 1 is the heatmap illustrating correlations between
different transaction features, such as transaction amount,
time, location, customer age, and the target feature indicating

suspicious transactions. This visualization helps identify rela-
tionships among features, highlighting potential factors linked
to suspicious activities.

Encoding: Categorical data in the Type field was converted
into numerical values using one-hot encoding to make it
suitable for machine learning algorithms.

Feature Engineering: Additional time-based features were
created from the Step variable to capture patterns that may
correlate with unusual transaction times, providing insights
into temporal transaction patterns.

B. Imbalance Ratio and Techniques Used

The dataset is highly imbalanced, with fraudulent trans-
actions constituting a very small portion of the total data.
Addressing this imbalance is essential to prevent the model
from biasing toward the majority class. Techniques applied to
handle this imbalance include:

Random Undersampling: Reducing the number of legitimate
transactions to create a more balanced dataset without affect-
ing the fraudulent transactions. SMOTE (Synthetic Minority
Over-sampling Technique): Generating synthetic samples of
fraudulent transactions to increase the representation of the mi-
nority class, improving model sensitivity to such events. Class
Weighting: During model training, weights were adjusted to
place greater emphasis on fraudulent transactions, ensuring the
model is more attuned to these cases.

C. Data Splitting

The data was divided into training and testing subsets
using a 70-30 split. This structure allows the model to learn
from the majority of the data while reserving an adequate
portion for evaluation on unseen samples. Additionally, a
validation set (20% of the training data) was allocated to refine
hyperparameters and optimize model performance, minimizing
the risk of overfitting.

Through these preparation steps, the dataset was structured
to support effective model training and evaluation, facilitating
improved detection of rare, suspicious transactions typical of
terrorism financing.

V. MACHINE LEARNING MODELS

In addressing the detection of rare and suspicious trans-
actions in financial data, multiple machine learning models
were deployed to handle the challenges of imbalance and
interpretability while maximizing detection accuracy [14] and
[15]. Given the dataset’s characteristics and the imbalance
techniques employed, the models were selected and tuned
to effectively recognize rare patterns indicative of terrorism
financing.

A. Random Forest Classifier

Random Forest (RF), an ensemble learning method [16],
was chosen for its robustness in handling imbalanced datasets
and its ability to capture complex relationships among features.
This model constructs multiple decision trees during training
and averages their predictions for more stable outputs. Let
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T; represent the ¢-th decision tree in the ensemble, and let
N represent the total number of trees. The prediction for a
sample = in a Random Forest is given by:

1N
g= N;TL(I)

Each tree in the ensemble is built on a bootstrap sample of
the training data, and at each node, a random subset of features
is selected to optimize the split. The balanced nature of the
RF model makes it well-suited for our dataset, particularly
with the imbalance adjustments made through techniques like
SMOTE. Adjusting class weights further enhanced RF’s ability
to detect rare instances of suspicious activity.

B. Neural Networks

Neural Networks (NN) were employed for their capacity
to model non-linear relationships in complex datasets, such
as those containing various transaction types and patterns. A
feedforward neural network with multiple hidden layers was
constructed, with the ReLU (Rectified Linear Unit) activa-
tion function applied to each hidden node to introduce non-
linearity. Given an input x, the activation a; for a neuron j in
the hidden layer is:

a; = ReLU(ija: +b;) = max(0, wJTx +b;)

where w; represents the weight vector for neuron j, and b;
is the bias term. The final layer uses a sigmoid function to
output probabilities for binary classification, with the output
prediction ¢ defined as:

1

V15—
where z is the weighted sum of the last hidden layer’s
outputs. This design enables the model to predict probabilities

for classifying transactions as either suspicious or legitimate.

C. Logistic Regression with SMOTE-Enhanced Data

For interpretability, a logistic regression model was also
trained on the SMOTE-enhanced dataset. Logistic regression
provides insights into how features impact the likelihood of a
transaction being suspicious, making it valuable in regulatory
contexts where model transparency is essential. The proba-
bility p that a transaction belongs to the suspicious class is
defined as:

1
ply = 1z) = 1+ e~ (Bo+Brz1+Bazat +Bnn)

where 3y is the intercept, and 31, 5o, ..., 3, are the coef-
ficients for each feature x1,x2,...,x, in the input vector x.
The weights of the logistic regression model help assess the
significance of each feature in predicting suspicious activity,
providing interpretability and explainability for compliance
purposes.

D. Evaluation Metrics

To account for the class imbalance, the models were eval-
vated using precision, recall, and the Fl-score rather than
accuracy alone, as these metrics better capture the model’s
performance in detecting rare suspicious transactions. Preci-
sion P, recall R, and the F1-score F are defined as follows:

True Positives

" True Positives + False Positives
True Positives

" True Positives + False Negatives

PR
"P+R

These metrics were calculated on the test set, allowing for
a rigorous assessment of each model’s capability to identify
patterns indicative of terrorism financing while minimizing
false positives. Here is the ROC curve comparing the per-
formance of the Random Forest and Neural Network models,
highlighting their true positive and false positive rates. This
plot illustrates the effectiveness of each model in distinguish-
ing between classes based on the Area Under the Curve (AUC)
values. We present Comparison for Random Forest and Neural
Network Models in Fig. 2.
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Fig. 2. ROC Curve Comparison for Random Forest and Neural Network
Models. The plot illustrates the models’ True Positive and False Positive Rates,
with Random Forest showing a higher AUC.

By integrating these models and tuning them to the unique
challenges of the dataset, the framework seeks to maximize
detection efficiency while ensuring interpretability, a crucial
aspect for applications in financial security and regulatory
compliance.

VI. RESULTS

In the clustering analysis, the DBSCAN algorithm demon-
strated superior performance over K-Means in identifying
clusters of anomalous transactions. DBSCAN’s density-based
approach allowed it to effectively detect outliers that devi-
ated significantly from typical transaction patterns. Approxi-
mately 2% of all transactions were flagged as outliers, and

287

Authorized licensed use limited to: Satbayev University. Downloaded on April 03,2026 at 06:52:59 UTC from IEEE Xplore. Restrictions apply.



a substantial proportion of these transactions were confirmed
as fraudulent upon further investigation, underscoring DB-
SCAN’s effectiveness in isolating potential fraud cases. In
Fig. 3. showing an example of clustered transaction patterns
using the DBSCAN algorithm. The clusters represent typical
transaction groups, while the black points indicate anomalies,
which could signal suspicious activities. This visualization
demonstrates DBSCAN’s effectiveness in isolating potential
illicit transactions.

Example of Clustered Transaction Patterns with DBSCAN
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Fig. 3. Example of Clustered Transaction Patterns with DBSCAN. The

clusters represent typical transaction groups, while the black points indicate
anomalies, highlighting DBSCAN’s effectiveness in isolating suspicious ac-
tivities.

The use of Association Rule Mining further highlighted
patterns within the data, revealing key rules that correlated
strongly with fraudulent behavior. Specifically, the analysis
identified a significant association between high-value transac-
tions occurring at unusual times and locations and fraudulent
activity. These association rules provide valuable insights into
the transactional behaviors associated with fraud, suggesting
that such temporal and spatial anomalies could be crucial
indicators of fraudulent activity.

The Random Forest model achieved impressive results, with
an accuracy of 98%, a precision of 95%, and a recall of 92%.
These metrics reflect the model’s strength in balancing the
detection of fraudulent transactions while minimizing false
positives, making it a highly effective tool for fraud detection.

In comparison, the Neural Network model produced an
accuracy of 96%, with a precision of 93% and recall of 90%.
Although its accuracy was slightly lower than that of the
Random Forest model, the neural network demonstrated a ro-
bust ability to detect complex patterns within the transactional
data. This model is especially valuable for capturing non-
linear relationships that may be more challenging for simpler
algorithms.

The performance of different models in detecting suspicious
transactions was evaluated using metrics such as accuracy,
precision, recall, and Fl-score. Table I presents a summary
of the results, demonstrating the comparative effectiveness of
each model. As seen, the Random Forest model achieved
the highest accuracy and precision, indicating its robustness
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in distinguishing suspicious from legitimate transactions. In
contrast, while the DBSCAN algorithm performed well in
terms of recall, it yielded slightly lower precision.

TABLE I
PERFORMANCE METRICS OF DIFFERENT DETECTION MODELS
Model Accuracy | Precision | Recall | F1-score
Random Forest 98% 95% 92% 93.5%
Neural Network 96% 93% 90% 91.5%
Logistic Regression 94% 89% 87% 88%
DBSCAN 92% 85% 88% 86.5%

Overall, these results demonstrate the efficacy of clustering
and association rule mining in identifying suspicious patterns,
with DBSCAN and association rules highlighting key be-
havioral indicators of fraud. The Random Forest and Neural
Network models both achieved high accuracy in classification,
with Random Forest standing out slightly for its precision and
balance in minimizing false positives.

VII. DISCUSSION

The findings of this study highlight the effectiveness of
specific transaction patterns as indicators of suspicious activity,
often associated with terrorism financing. Patterns such as
frequent small transactions followed by large withdrawals or
transfers, irregular transaction times, and cross-border transac-
tions reveal tactics commonly used to disguise illicit activity.
These findings underscore the tendency of sophisticated finan-
cial crimes to involve layering and structuring of transactions
as a means to evade detection. The machine learning models
employed in this study corroborate this approach, identifying
such patterns with notable accuracy and precision.

This study’s results align with previous research underscor-
ing the potential of machine learning algorithms in financial
fraud detection. The outcomes resonate with the work of [12]
and [13], who emphasized the efficacy of neural networks
and clustering algorithms for detecting suspicious activities.
Our research builds on this foundation by incorporating DB-
SCAN for unsupervised anomaly detection, demonstrating its
unique ability to detect transaction patterns that evade rule-
based systems. While most studies have traditionally relied
on supervised learning approaches, this research suggests that
combining unsupervised methods can significantly enhance
detection capabilities, particularly when identifying new, so-
phisticated patterns in unlabelled datasets.

Despite promising outcomes, this study has certain limita-
tions. Constraints on data availability impacted the model’s
generalizability, as a larger, more diverse dataset would likely
improve both accuracy and robustness while reducing potential
biases. Privacy and confidentiality concerns also restricted
access to high-risk transaction data, limiting real-world ap-
plicability. Additionally, while neural networks performed
robustly, they remain less interpretable, which could hinder
practical deployment in regulatory environments that require
transparency and clear explanations of model decisions.

The implications of these findings for financial institutions
are significant. The demonstrated patterns, once validated
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across larger datasets, could strengthen monitoring protocols
and reduce false positives, allowing compliance teams to focus
more effectively on genuine threats. By training compliance
staff to recognize these specific transaction patterns, financial
institutions can incorporate them into automated monitoring
tools to enhance their existing anti-money laundering (AML)
frameworks. Beyond individual institutions, this research also
has policy implications, suggesting that regulatory bodies
consider frameworks supporting the use of advanced machine
learning techniques to improve detection of suspicious trans-
actions while meeting compliance requirements.

Future research could address the limitations noted in this
study by exploring additional data sources, including cross-
institutional datasets, which could enhance model robustness
and generalizability. Further investigation into unsupervised
models such as autoencoders and graph neural networks
might reveal additional transaction patterns associated with
terrorism financing. Additionally, research into explainable
Al techniques may improve the interpretability of machine
learning models, making them more accessible for regulatory
frameworks that require transparency and clear justifications
for flagged transactions.
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