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Abstract. Ensuring transport security is a priority for any developed
country. The article considers one of the constituent elements of the
transport security system — technical tools that ensure the safety of transport
infrastructure facilities in supply chains. To improve the safety of transport
infrastructure, an effective measure is the application of a process approach
to the development of management decisions with the determination of
reliability and functional safety indicators throughout the life cycle of
infrastructure facilities. It has been established that determining the cost of
the life cycle of infrastructure facilities makes it possible to rationally plan
measures for their repair and maintenance for the long-term perspective of
their operation. In particular, methodological approaches and the results of
calculating the life cycle cost of railway sections of transport infrastructure,
on the condition of which the level of security in supply chains directly
depends, are presented.

1 Introduction

Today, the global transport and logistics business is developing in conditions of significant
territorial remoteness of production markets from consumer markets, i.e. modern supply
chains are characterized by a structure that consists of many links. And it is important to
ensure security at every stage of the supply chain. Ensuring security is a multilateral task
that requires a systematic solution taking into account various aspects of security — technical,
technological, organizational, competence and others.

In modern conditions of international trade, ensuring the safety of transport infrastructure
is of critical importance for the sustainability and continuity of global supply chains. Despite
the availability of international standards and numerous approaches to risk management,
there remains a lack of elaboration of methods for assessing the technical condition of
infrastructure facilities, taking into account their life cycle and the dynamic structure of
supply chains. An urgent problem remains the lack of a unified methodology for managing
the technical condition of transport infrastructure facilities in the life cycle logic, which
makes it difficult to make informed decisions to ensure their reliability and security in supply
chains.
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The novelty of this study lies in the integration of the process approach (PDCA) with the
modeling of the life cycle of railway infrastructure facilities, which makes it possible to
increase the reliability and stability of supply chains. In addition, a life cycle cost estimation
tool has been proposed, adapted to various structural and operational conditions of railway
sections. Modern supply chains are highly dynamic and include many organizations and
business partners. Cases involving inadequate security in supply chains pose a threat to
international trade and the economic growth of trading countries. People, goods,
infrastructure, equipment, and vehicles need to be protected from safety-related accidents and
their devastating effects. As the famous politician W. Churchill believed, "You have to pay
for security, and pay for its absence!".

In modern conditions, effective control over transport and logistics processes requires a
high degree of efficiency and accuracy of decision-making, which can be achieved on the
basis of conformity assessment methods focused on the requirements of international safety
standards [1]. In Kazakhstan, ISO 28001-2010 has been developed on the basis of
international safety standards, which takes into account the complexity and globality of
supply chains. And therefore, the standard provides for the independent determination of
acceptable levels of security of supply chains and their components, which allows
organizations to make more reasoned decisions based on risk analysis to ensure security in
individual parts of supply chains [2]. In Kazakhstan, supply chains mostly run along the
routes of international rail transport corridors. In this regard, the safety of the railway
infrastructure will be further considered using the example of its technical condition
management.

2 Methods

The purpose of this study is to develop a scientifically based approach to ensure the safety of
transport infrastructure in supply chains based on the integration of a process approach and a
methodology for assessing the life cycle cost of railway infrastructure facilities. The
theoretical and conceptual foundations of supply chain security are presented in [3, 4], which
also substantiates the use of an integrated approach to create sustainable supply chains that
can withstand disruptions and security breaches. At the same time, the emphasis on risks is
placed when implementing a security management system in global supply chains [5]. The
potential of blockchain technology to enhance supply chain security is discussed in [6], which
examines the degree of traceability, transparency, and accountability in supply chain
operations. It is also possible to increase the level of security through the use of IoT devices
that allow you to monitor and track goods in real time, improving visibility and reducing the
risk of theft and counterfeiting [7].

The transport infrastructure safety management system should be considered in the
interrelation of its components and the technological processes performed in it in order to, if
necessary, have the opportunity to change its parameters and conditions [8, 9]. The system
should include the following components:

e Ensuring the collection of information on the state of technical means of infrastructure
facilities;

Processing and analysis of the information received;

Development of management solutions;

Implementation of the execution of management decisions;

Monitoring the condition of technical facilities of infrastructure facilities;

Evaluation of the effectiveness of the management decisions taken.

At the same time, it is necessary to evaluate many factors in the system that affect the state
of supply chains in certain regional areas [ 10]. A promising supply chain security management
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system is a system that will ensure the integration of supply chain links based on the principles
and models of integrated supply chain security based on risk-based and process-based

approaches (Fig. 1).
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Fig. 1. The complexity of the supply chain security management system.

ISO 28001-2010 adopts an approach to safety management systems based on risk
assessment and a methodology known as the PDCA cycle. The process approach allows you

to:

o Identify the types of activities to ensure the safety of technical systems that are common

to different stages of the life cycle of these systems;

e Define the requirements for the types of safety activities, taking into account the specifics
of each stage of the life cycle — these requirements should be uniform for all participants
in transportation activities and therefore should be understood, agreed upon and accepted

by each participant;

e Describe each type of activity in the form of a documented process, linking its inputs and
outputs with the inputs and outputs of other processes; thus, a unified process model of
traffic safety activities will be formed, which is the basis of SMS.

In order to plan, implement and control measures and means to affect the technical
condition of infrastructure facilities in the supply chain, the use of the PDCA cycle should be

implemented at all stages of the life cycle of transport infrastructure (Fig. 2).
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Fig. 2. PDCA cycle for managing the technical condition of railway infrastructure facilities.

The life cycle of the railway infrastructure consists of 13 stages:
1) The concept of the system;
2) Definition of functional requirements for the system;
3) Risk analysis;
4) Development of technical requirements for the system;
5) Decomposition of requirements;
6) Design and development;
7) Manufacturing;
8) Installation and commissioning (installation);
9) Acceptance and trial operation;
10) Acceptance after trial operation;
11) Operation and maintenance;
12) Modernization;
13) Decommissioning and disposal.

Each of these stages is considered as a PDCA cycle, and all security activities at a separate
stage are structured into groups "PLAN", "DO", "CHECK", "ACT" [11]. Further, this activity
is formalized in the form of traffic safety processes. Here are examples of safety activities at
the stages of "Design and Development" and "Operation and maintenance" of the railway
infrastructure life cycle (Tables 1 and 2).
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Table 1. Ensuring safety at the "design and development" stage.

Cycle Security measures
stage
P a. Preparation and verification of data on the effects of

hazardous events and risk assessment.

b. Preparation and verification of data on safety functions.

c. Resource planning and organization of activities for the
development of requirements for subsystems and components
(multifunctional working group, experts, regulatory framework
for safety design, technical support).

D a. Design and development of components in accordance with
safety requirements.

b. Preparation of a standard Safety Proof.

C a. Administrative control.

b. Customer control.

c. Consultations and expertise.

d. External and internal audits.

A Corrective actions regarding the distribution of security
functions by subsystems and components.

Table 2. Ensuring safety at the "design and development" stage.

Cycle Security measures
stage
P a. Planning of regular system security processes.
b. Planning activities for the collection and analysis of operation
and maintenance data and interaction with those involved.
c. Analysis of possible emergencies and preparation of
contingency plans.
D a. Implementation of regular safety processes (training and

instructing personnel, collection and analysis of traffic safety
data, interaction with those involved)

b. Confirmation of the relevance of applied Safety Evidence and
existing operation and maintenance processes.

C a. Administrative control.

b. Customer control.

c. Consultations and expertise.

d. Consultations with national and unified safety regulatory
authorities.

A a. Proposals for preventive and corrective measures in the
operation and maintenance processes.

b. Proposals for improving the operation and maintenance
processes.

Currently, artificial intelligence technologies are effective tools for improving the safety
of railway infrastructure [12]. Artificial intelligence-based technologies can revolutionise rail
transport by improving efficiency, reducing costs, and increasing safety. There are several
ways in which Al influences rail transport and its impact on the cognitive load of human
resources. For example, Kazakhstan is considering the possibility of introducing digital
automatic docking (DAC) technology to the railway, which will improve the efficiency of
railway transport, increase safety, carry out real-time monitoring and increase the capacity of
railway sections. The use of high-precision measuring instruments to determine the parameters
of the railway track has a positive effect on the state of the infrastructure and this affects the
level of safety in general [13].
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3 Results

Let's consider the life cycle of a transport infrastructure object using the example of a railway

track. When determining the cost of 1 km of travel, several tasks are solved simultaneously:

e Calculation of the need and justification of the effectiveness of the use of materials for the
repair and modernization of the track;

e Management of the technical condition of the track;

e Comparison of different options for the technical equipment of the track and different
options for the design of the track.

e Drawing up plans for the reconstruction and modernization of railway tracks for the long-
term perspective of their operation, depending on the materials and construction of the
track.

Additionally, the definition of the life cycle of 1 km of railway track makes it possible to
establish the economic feasibility of using different types of track fasteners or different types
of materials that make up the upper structure of the railway track.

The cost structure for determining the cost of 1 km of track includes the following types
of costs at different stages of its life cycle: acquisition, operation and disposal. Thus, the life
cycle of 1 km of track begins with the reconstruction/modernization and ends with the disposal
of the railway track. The beginning of the re-execution of this work, the previous life cycle of
the object ends and a new one begins [14].

The first stage of the life cycle includes all expenses for the reconstruction/modernization
of the railway track. The second stage of the life cycle is operation. Operation includes the
costs of performing all types of intermediate repairs and the current maintenance of the path
between them, including the elimination of failures. At the third stage of the life cycle, the
disposal of unusable materials of the upper structure of the track is carried out and, in addition,
the income received from the sale of materials that are not suitable for reuse, the sale of scrap
metal is taken into account.

The cost of the life cycle of 1 km of the route is determined by the formula:

S

total:Srec+(SSR+SCC)+Su+Sr’c'u' (1)

The following elements are given in (1):

Swtal — life cycle cost;

Srec — the cost of reconstruction;

Ssr — the cost of all types of scheduled repairs;

Scc — the cost of current maintenance, including the cost of eliminating failures;

S. — the cost of utilization;

S — the returnable cost and profit from the scrap of the materials of the upper structure
of the track and the processing of reinforced concrete sleepers.

The calculation of the life cycle cost of 1 km of track is based on direct costs, which

include; Expenses for the salary of the personnel servicing the track facility; Material costs;
and Expenses for the operation of machines.
Calculations of the life cycle cost of 1 km of track must be performed for different types of
fasteners and different operating conditions. The operating conditions are understood as load
stress, length and radii of curves (up to 350 m, 350-649 m, over 650 m). The calculation results
show that the life cycle cost of 1 km of a straight path is 8-8.5% lower than a section in a curve
with a radius of 350 m. The larger the value of the curve radius, the higher the life cycle cost
of 1 km of track. Comparing the results of calculations of the life cycle cost of individual
sections of the track with each other, including by type of cost, allows you to plan measures
for the reconstruction and modernization of railway tracks using the best materials for track
repair.
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4 Discussion

The results obtained confirm the effectiveness of the life cycle cost assessment approach for
managing the safety of railway infrastructure [15]. In particular, a direct relationship has been
revealed between the geometry of the plots (radius of curves) and the increase in total costs,
which allows planning reconstruction activities more purposefully. The proposed integration
of the PDCA cycle at all stages of the life cycle of infrastructure facilities ensures systematic
monitoring of technical condition and timely intervention. This is especially true in
Kazakhstan, where key supply chain routes run along railway corridors, and international
logistics depends on their reliability. It is important to note that the proposed model is
applicable not only to railway, but also to other types of transport infrastructure, provided that
the structural parameters of the life cycle are adapted.

5 Conclusion

The level of security in supply chains directly depends on the technical condition of transport
infrastructure facilities. The most effective is the use of systemic measures that make it
possible to link all the processes of technical condition management into a single whole, and
organizational and technical measures that require changes in individual technological
processes and additional material resources for the modernization of infrastructure facilities.
In particular, the PDCA-based process approach makes it possible to take into account the
reliability of technical means and the risks associated with ensuring traffic safety.
Determining the cost of the life cycle of infrastructure facilities allows a rational approach to
drawing up plans for the reconstruction and modernization of facilities for the long-term
perspective of their operation, depending on the materials and construction of the track.
Economic feasibility is determined by ensuring the identification, collection and calculation
of direct costs necessary to ensure the transportation process in specified volumes with set
train speeds at all stages of its life cycle (acquisition, operation and disposal). These
measures have a very positive impact on the management of the technical condition of
infrastructure facilities and generally ensure a high level of transport security in supply
chains. Thus, the proposed approach ensures not only the reliability and security of
infrastructure facilities, but also it is consistent with international risk management standards
(ISO 28001) and the UN SDGs, in particular SDG number 9 on the development of
sustainable infrastructure. The results obtained make it possible to develop recommendations
for optimizing lifecycle costs, introducing digital monitoring technologies, and improving
the efficiency of supply chains in general.
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